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Data Protection Notice for Career Guidance Services

The European Health and Digital Executive Agency (HaDEA) processes your personal
data® in line with Regulation (EU) 2018/1725 of the European Parliament and of
the Council of 23 October 20182 on the protection of personal data by the European
Union's institutions, bodies and agencies and on the free movement of such data.

What is the purpose of the processing activity?

The purpose(s) of this processing activity is to provide HaDEA staff with voluntary
career guidance services and related support (the data collected in connection with such
services is hereinafter referred to as the “Career Guidance Data”).

Career Guidance Officers (“CGO”) offer support to staff, notably, in:

— career change;

— Job-search strategy;

— preparation of CV, eCV, cover letter;

— interview coaching (mock interviews and self-presentation techniques);
— professional development and training.

Who is the data controller?

The data controller of the processing operation is the Head of Unit C3 “Staff,
Communication and Support” of HaDEA.

Which personal data is collected?
The following of your personal data will be collected and processed:

e The following data are extracted from SYSPER and inserted automatically in the
career guidance file:
Personal data related to the administrative situation of the staff member: first name,
surname, personnel number, phone number, gender, age, entry date to HaDEA,
employment type, grade, type of post, sector/unit, professional address, job position/job
title, area of expertise.

e In addition, the following data are processed during the Career Guidance (CG)
procedure:

I) Professional e-mail address;

! Personal data shall mean any information relating to an identified or identifiable natural person (‘data
subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data, an online identifier
or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person.

2 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC (OJ L295/39 of 21.11.2018).
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I1) Date of session with the CGO and attendees (in case of presence of other CGOs)
and type of session (in person, telephone, email exchange, videoconference);

I11) Subject of the discussion (personal history, professional background/career
history, professional profile, competencies/skills, weaknesses, aspirations
(including mobility aspirations), motivation, career plan, professional needs, work
preferences, ability analysis, information related to the current job and the
working environment, qualifications and educational background, knowledge of
languages, interests and values, other relevant information and data provided by
data subjects in the open field questions);

IVV) CGO support given: any personal data provided during the CG support sessions.

Who has access to the personal data of data subjects and to whom can they be
disclosed?

The recipients of your personal data will be:

e The CGOs and back up colleagues when needed.
e HaDEA staff as regards the contact details of the CGO.

Your personal data will not be transferred to third countries or international
organisations.

The processing of your personal data will not include automated decision-making
(such as profiling).

Which is the legal basis for processing your personal data?

Lawfulness of the processing: The processing of your personal data is lawful under
Article 5(1)(d) of Regulation (EU) 2018/1725 as such processing is based on your
consent.

How long do we keep your personal data?

Due to the need of continuity and access to relevant information on staff's careers, the
data recorded in the career guidance file are kept as long as the member of staff continues
their career in HaDEA. Such records are necessary in case of future career guidance
sessions.

When the data subjects leave HaDEA, the data concerning them (as stored in the career
guidance file) are anonymised and kept only for anonymous statistical purposes.

What are your rights regarding your personal data?

You have the right to access your personal data and to request your personal data to be
rectified, if the data is inaccurate or incomplete; where applicable, you have the right to
request restriction or to object to processing, to request a copy or erasure of your personal
data held by the data controller. If processing is based on your consent, you have the
right to withdraw your consent at any time, without affecting the lawfulness of the
processing based on your consent before its withdrawal.

Your request to exercise one of the above rights will be dealt with without undue delay
and within one month.



If you have any queries concerning the processing of your personal data, you may
contact the Head of Unit C.3 (entity acting as data controller) via mail to HaDEA-People-
Development@ec.europa.eu and HaDEA Data Protection Officer at HADEA-

DPO@ec.europa.eu.

You shall have the right of recourse at any time to the European Data Protection
Supervisor at EDPS@edps.europa.eu.
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